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Trust Page - Microsoft-Verified-Storage-pmemlog
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Trust Page - Lean-Zip
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Dalek-Verus
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Dalek-Lean
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Signal Shot
How We Are Organized
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Signal Shot - Main Site
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Signal Shot - Intro Blog
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Signal Shot - Lean Prover Zulip Chat
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Verifying
Protocols
Christiano Braga
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Protocol Specification and Verification
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Verifying
Functions
Jure Kukovec
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Lean extraction pipeline
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Rust source code 
(example from curve25519-dalek)

● Arithmetic for large numbers (using 5 64-bit numbers)
● Optimised for speed, not always easy to see correctness
● Is it correct, is the output equal to input MOD p?

Anatomy of a spec theorem and proof



Spec theorems

● Spec theorems are written in Lean (ultimate mathematical expressibility)
● No pre conditions (in this case)
● Postconditions:

○ Each of the 5 parts of the output are bounded
○ Equality MOD p
○ Output is bounded
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● Goals to prove at each step
● The better the tactics, the shorter the proofs
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Complete proof

Takes advantage of 
multiple tactics to close the 
goals
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The role of AI (today)

● Humans write the specs ❗
● Coding agents can write proofs

○ Lean checks proofs for correctness
○ Humans check proofs for readability/maintainability/performance❗
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We want to go from this …
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Lean extraction pieline
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… to this
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Full verification pipeline
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Full verification pipeline
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Automatic



Full verification pipeline
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💪



VeriLib
Toolkit
Lacramioara Astefanoaei
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Collab Analysis

AI Trust

Blueprint
Issues

Probes
Call Graphs

Autoformalize
Autoverify

Reproducible
Composable



28https://beneficial-ai-foundation.github.io/PQXDH 

Verso-Blueprint
How do you plan a verification project?

Special thanks to 
Emilio Jesús Gallego Arias!

https://beneficial-ai-foundation.github.io/PQXDH
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VeriLib - libsignal (dependencies)
How do you display a verification project?

https://verilib.org/repobrowser?id=5172 

https://verilib.org/repobrowser?id=5172


src/encoding/
  gf.rs/add
  gf.rs/sub
  gf.rs/poly_mul
  polynomial.rs/serialize
  polynomial.rs/deserialize

30https://verilib.org/repobrowser?id=5173 

How do you display a verification project?

VeriLib - SPQR (translations, specs, proofs)

https://verilib.org/repobrowser?id=5173


Rust + Verus
Verified in-place with specs and proofs alongside the implementation.
dalek-verus (VP:5050)

Lean 4 Translation
Aeneas-transpiled version for independent proof efforts.
dalek-lean (VD:4603)

The Interoperability Challenge

● Call Graphs: What functions exist and what do they call?

● Spec Extraction: Which have specifications? What do they say?

● Verification Status: Which are verified? Which fail? Which use sorry?

● Cross-Language Links: How do Rust definitions map to Lean?

No single tool answers all of these. Language analyzers produce siloed data in incompatible formats with no standard interchange format.
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VeriLib and the Probes
How do you display a verification project?



The Probe Ecosystem
"5 tools, 1 schema, 1 merge operator"

Rust Project probe-rust

Verus Project probe-verus

Lean 4 Project probe-lean

VeriLib

Tool Extraction Data
probe-rust Call graph (SCIP) (1)
probe-verus  (1)+ Specs + Verification
probe-lean  (1)+ Deps + Sorry check
probe-aeneas Probe-rust + probe-aeneas via 

Cross-lang mappings
merge op Graph Composition

Unified Output: Schema 2.0 JSON
Self-describing envelopes with full provenance data. The merge operator replaces stubs with real data and injects cross-language edges for deterministic 
results.

● Deterministic: Same inputs always yield identical unified graphs.
● Aeneas Mapping: Automated link between Rust implementation and Lean 4 proofs.
● Scalable: Schema handles small modules to full cryptographic libraries.
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Key Takeaways: What makes this work
Extending verification visibility through modular extraction and explicit trust

1. Specialized Tools

Each tool stays in its lane. probe-rust 
sees only Rust functions, while 
probe-lean focuses on Lean 
declarations.

No tool tries to understand another 
language—they each extract what they 
can from their own world.

2. Bridging the Gap

probe-aeneas reads 
functions.json to generate 
cross-language mappings.

The merge operator applies these 
generically to stitch a single unified 
graph across both languages, linking 
Rust implementation to Lean 4 proofs.

3. Explicit Trust Base

Every sorry, admit, and axiom is 
surfaced with a classified reason.

VeriLib doesn't just show "verified"—it 
reveals what you're trusting and why, 
making the verification surface 
transparent.
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34https://beneficial-ai-foundation.github.io/curve25519-dalek-lean-verify/callgraph

Call Graph Explorer
Visualizing and understanding dependencies with verification statuses

https://beneficial-ai-foundation.github.io/curve25519-dalek-lean-verify/callgraph/?view=crate-map&depth=1&libsignal=0
https://beneficial-ai-foundation.github.io/curve25519-dalek-lean-verify/callgraph/?view=crate-map&depth=1&libsignal=0


35https://github.com/Beneficial-AI-Foundation/curve25519-dalek-lean-verify/issues 

GitHub Issues
How do you coordinate a verification project?

https://github.com/Beneficial-AI-Foundation/curve25519-dalek-lean-verify/issues


36

https://docs.google.com/file/d/1rbVdlAjE33_1RaOGH9D36WYHuY6ARjkU/preview


VeriLib
Toolkit
Alessandro D'Angelo
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Collab Analysis

AI Trust

Blueprint
Issues

Dependencies

Autoformalize
Autoverify

Reproducible
Composable



AI Tools: Formal Verification Skills

Open Source Repository

Explore the full source code and documentation 
for the formal verification skill set on GitHub.

Check it out at:
https://github.com/Beneficial-AI-Foun
dation/formal-verification-skills
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AI Tools: Formal Verification Skills
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AI Tools: Formal Verification Skills

Skill Specification & Generation

Interactive Verification & Analysis

Orchestrating specialized AI agents to generate, specify, and verify formal logic for high-assurance systems.
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Next
Steps
Shaowei Lin
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Signal Shot - Stages

Stage 1A - Verifying Protocols
Abstract protocol and attacker models; Security properties 

PQXDH, DoubleRatchet, SPQR, 
CKA, Crypto, Credentials

Stage 1B - Verifying Functions
 Aeneas translation; Verifying shovel-ready functions

libsignal-core, libsignal-protocol, 
signal-crypto, spqr

Stage 2 - Bridging Protocols and Functions

Stage 3A - Session Management Stage 3B - Protocol Composition

42
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VeriLib - libsignal (dependencies)

https://verilib.org/repobrowser?id=5172 

How do you display a verification project?

https://verilib.org/repobrowser?id=5172
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VeriLib - libsignal (translations, specs, proofs)

https://verilib.org/repobrowser?id=5172 

rust/core/src/address.rs/
  from
  kind
  raw_uuid
  service_id_binary
  service_id_fixed_width_binary

How do you display a verification project?

Help us fill out 
specs and proofs!

https://verilib.org/repobrowser?id=5172
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How do you display a verification project?

VeriLib - SPQR (dependencies)

https://verilib.org/repobrowser?id=5173


src/encoding/
  gf.rs/add
  gf.rs/sub
  gf.rs/poly_mul
  polynomial.rs/serialize
  polynomial.rs/deserialize
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Help us fill out 
specs and proofs!

https://verilib.org/repobrowser?id=5173 

How do you display a verification project?

VeriLib - SPQR (translations, specs, proofs)

https://verilib.org/repobrowser?id=5173
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How do you display a verification project?

VeriLib - PQXDH (protocol security)

https://verilib.org/repobrowser?id=5168
https://verilib.org/repobrowser?id=5168&parent_id=281470&atom_id=281490
https://verilib.org/repobrowser?id=5168&parent_id=281470&atom_id=281490


Collaborators

● Bas Spitters, Aarhus
● Son Ho, Aeneas, Microsoft
● Cas Cremers, CISPA
● Théophile Wallez, CISPA
● Quang Dao, CMU
● Karthik Bhargavan, Cryspen
● Clark Barrett, CSLib, Stanford 
● Alexandre Rademaker, CSLib, Atlas
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● Mike Dodds, Galois
● Samuel Schlesinger, Chrome, Google
● Yevgeniy Dodis, NYU
● Gopal Sarma, RAND
● Dawn Song, UC Berkeley
● Ilya Sergey, VERSE, NUS
● Linard Arquint, VERSE, NUS
● Vladimir Gladshtein, VERSE, NUS



Make it so!
beneficialaifoundation.org/signal-shot
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